Context: Security in Process-Aware Information Systems (PAIS) has gained increased attention in current research and practice. However, a common understanding and agreement on security is still missing. In addition, the proliferation of literature makes it cumbersome to overlook and determine state of the art and further to identify research challenges and gaps. In summary, a comprehensive and systematic overview of state of the art in research and practice in the area of security in PAIS is missing. Objective: This paper investigates research on security in PAIS and aims at establishing a common understanding of terminology in this context. Further it investigates which security controls are currently applied in PAIS. Method: A systematic literature review is conducted in order to classify and define security and security controls in PAIS. From initially 424 papers, we selected in total 275 publications that related to security and PAIS between 1993 and 2012. Furthermore, we analyzed and categorized the papers using a systematic mapping approach which resulted into 5 categories and 12 security controls. Results: In literature, security in PAIS often centers on specific (security) aspects such as security policies, security requirements, authorization and access control mechanisms, or inter-organizational scenarios. In addition, we identified 12 security controls in the area of security concepts, authorization and access control, applications, verification, and failure handling in PAIS. Based on the results, open research challenges and gaps are identified and discussed with respect to possible solutions. Conclusion: This survey provides a comprehensive review of current security practice in PAIS and shows that security in PAIS is a challenging interdisciplinary research field that assembles research methods and principles from security and PAIS. We show that state of the art provides a rich set of methods such as access control models but still several open research challenges remain.
Introduction
The adequate support of business processes constitutes a crucial challenge for enterprises through all application domains. Hence, Business Process Management (BPM) and the support of Process-Aware Information Systems (PAIS) has become a major research area nowadays.
Process-Aware Information Systems and Security
Process-Aware Information Systems (PAIS) support the automated enactment and execution of business processes [1] . Often, these systems involve a multitude of participants and manage large data sets. Imagine, for example, a hospital with hundreds of employees managing the (information) flow of daily processes such as patient admission, examination, release, or surgeries. Such processes involve many participants (e.g., doctors, patients, and administrative staff), employ resources (e.g., X-ray machines and databases) and manage public and private information (e.g., patient records, lab results, and medical images). Furthermore, process choreographies and inter-organizational business processes fulfill business operations over one or more domains. Often, these processes are enacted over the web or in a cloud. In these infrastructures, security can be an issue (cf. [2] ).
It is a PAIS characteristics to offer support for task automation as well as for human interaction. Both aspects are of importance when it comes to security. Reasoning about automatic processes and their correctness in regard to certain requirements is as crucial as to consider security from a human perspective. Examples for the latter are as attackers with malicious actions or insiders with unintentional, security threatening actions.
The level of abstraction a PAIS application exhibits can be characterized by using an enterprise architecture model (e.g., [3, 4] ). This paper provides a extensive literature review that investigates security controls across all layers, as security architectures are an example for cross-layer views (cf. [3] ).
Furthermore, most enterprises and organizations have to fulfill legal requirements. For example, the Health Insurance Portability and Accountability Act (HIPAA) §1173(d)(2)(AB) states that each person who maintains or transmits health information has to (A) ensure the integrity and confidentiality of the information; (B) to protect against any reasonably anticipated (i) threats or hazards to the security or integrity of the information; and (ii) unauthorized uses or disclosures of the information. This federal law does not only affect hospitals but also anyone who handles health information e.g., general practitioners, specialists, medical labs, and paramedics. In fact, many of these legal or regulatory restrictions refer to legal requirements to enforce security (e.g., to prevent unauthorized access) and can be found in regulations and law worldwide such as U.S. Code (U.S.C.) 44 Section 3542 (2012) or EU Directive 95/46/EC of 24 October 1995. Adherence to legal requirements, employment of different process participants, handling possibly sensitive data, and distributed process scenarios are only some of the reasons that require security to become a key concern in PAIS.
State of the art
Although research has started to investigate the topic of security in PAIS, current state of research and practice on security in PAIS is unbalanced. First of all, an agreement on a common terminology or requirements on security in PAIS as well as widely accepted guidelines or models are missing, although, there is a general understanding that security in PAIS is a key challenge. One reason could be that since the proposition of security considerations by the Workflow Management Coalition (WfMC) as global organization for process related standards in 1998 [5] , the maturing of the PAIS research as a discipline [6] has not been accompanied with further standardization efforts and developments with respect to security. Another reason is that PAIS research has centered on the design and development of core PAIS-relevant features when addressing security-related questions so far. In fact, security in PAIS should constitute a rather interdisciplinary research field, bringing together different disciplines such as PAIS/ BPM and security (in particular, information security). This provides new challenges such as defining security in PAIS or applying methods from both disciplines. Finally, certain process scenarios such as processes that are executed in a collaborative manner among different partners have not been considered with respect to security, although such scenarios pose high demands on security and confidentiality (e.g., a partner should not be able to access details of the other partner's process). Altogether, a review of terminology and concepts as currently used in PAIS security, the analysis of questions and existing approaches addressing PAIS security as an interdisciplinary research area, and the investigation of challenges and existing solutions for security in advanced process scenarios could significantly contribute to a common and deeper understanding within the PAIS discipline, but also within the different related disciplines such as information security.
Contribution
This paper provides a systematic literature review [7, 8] on security in PAIS targeting the following research questions:
(1) What does security in Process-Aware Information Systems mean (terminology, common understanding, particularly addressing the interfaces with related areas)? (2) Which security controls are currently utilized in ProcessAware Information Systems? (3) Is security enforced in every phase of the process life cycle? (4) What are the challenges of current security research in Process-Aware Information Systems?
Section 2 outlines the different steps of the literature review starting from research identification (see questions above), literature search (resulting in a total of 424 papers), literature selection (resulting in a set of 275 finally relevant papers), data extraction and synthesis, and the classification of security controls. Based on the literature review, we identify existing definitions and terminology for security in PAIS (cf. Section 3.2). This includes a discussion of security in PAIS as an interdisciplineray research area. As another result of the literature review, Section 3.3 introduces currently applied security controls in PAIS that can be clustered into five categories. In order to identify open research questions and challenges, the identified security controls are classified along the two dimensions process life cycle phase and action type in Section 4. Process life cycle phase refers to the time when a certain security control is applied according to existing approaches, for example, during the design or execution phase of a process. Action type describes whether a security control is regarded as preventive, detective, or reactive. The resulting research challenges are discussed in Section 5. In Section 6, we summarize the main findings of the paper and elaborate on their potential impact on research and practice. Further on, this section discusses limitations of the conducted literature review. Section 7 concludes the paper.
Research methodology
In this survey, a systematic literature review [7, 8] is carried out based on guidelines for research synthesis (e.g., [9] ). The research methodology of this paper is outlined in Fig. 1 . First, research questions are defined. Then, an extensive literature search is conducted and further literature is selected. Based on the resulting data set, we synthesize the literature in categories and security controls. Additionally, we classify these controls to identify research challenges.
Research identification
The goal of this paper is to examine and evaluate security research in Process-Aware Information Systems (PAIS). We approach this aim by answering the following research questions (Q) refining the questions formulated in Section 1. The first question (Q1) investigates how research specifies security in PAIS and which methods are currently used to provide security in PAIS. Q1 aims at identifying relevant related work i.e., defining keywords for the literature search that lead to a maximum coverage of related approaches. We noticed that the terms ''workflow security'' or ''business process security'' are not commonly used to identify security-related literature. In fact, other keywords such as authorization or access control are mostly used. Hence, we additionally searched within the references of the retrieved literature and manually checked with researchers having expertise in security in PAIS to verify that all topic-relevant research is examined. From the retrieved literature we synthesize the data to identify the main categories and security controls in PAIS (Q2). Classifying approaches along the process life cycle consisting of the phases design, enactment and execution, evaluation, and change has proven to be a viable method to gain a holistic view [1] . Therefore, question Q3.1 examines security research in PAIS along the process life cycle. Based on the results of questions (Q3.1) and (Q3.2), the last question (Q3) aims at investigating research challenges and gaps.
Q1. What does security in

Literature search
A manual search was conducted including horizontal and vertical searches. Google Scholar (http://scholar.google.com) and the free search of DBLP (http://dblp.isearch-it-solutions.net/dblp/) were used to perform horizontal (general) searches. In addition, the libraries of the computer science publishers IEEE Computer Society (http://www.computer.org/), ACM (http://dl.acm.org/), and Springer (http://www.springerlink.com/) were searched. The keywords ''workflow security'' and ''business process security'' were used in all searches (retrieving dates: 02/01/2011 and 10/01/ 2012). and Security (ARES), and Symposium on Policies for Distributed Systems and Networks (POLICY)) between 2004 and 2012 were examined. These publication venues were selected because they are top ranked publication media in PAIS or security research. If the context of publications related to PAIS (business processes or workflows) and security research they were identified as potentially relevant. In total, 424 papers were found (cf. Fig. 2 ).
Literature selection
Selection Criteria. Given the result set of all searches, our next task was to select relevant literature. We analyzed the publications according to the following scheme (cf. Fig. 2 ): In a first step, the title, abstract, and keywords were analyzed for relevance of content. Generally, it is expected that authors use terms such as security or similar in the titles or keywords. Instead, titles were often not expressive enough to identify them as PAIS and security relevant. Often, authors used names of specific research areas of security (e.g., access control) in the title. In fact, most of the literature could only be categorized by reading the full paper. Hence, in a second step, the contents of the publications were investigated. If the papers' content related to PAIS and security (or a related area of security) then the publication was identified as relevant literature. This manual decision process was guided by the decisions from the first step. Hence, articles investigating an area of security in PAIS (e.g., authorization in business processes) were also identified as relevant. For example, the publication [12] is about authorization in PAIS and, therefore, assesses a subfield of information security and is in the context of PAIS. Publications that concentrate only on one research area, either on PAIS or on Information Security, were excluded. These selection criteria narrowed down our results to 196 publications on security in PAIS.
Extension and quality assessment. In case of duplicate publications, i.e. articles published in conference proceedings and journals, we selected the journal articles and excluded the proceedings because journal articles usually extend the proceedings version. PhD thesis were excluded because the main results are often published in journals or proceedings of the investigated research field.
Additionally to the primary search results, we investigated the references (i.e. backward snowballing) in the publications to identify relevant literature that has been not been found in the primary search process (e.g., [13, 14] ). If publications complied with the selection criteria then they were identified as relevant literature. By investigating the references, we found a lot of additional publications to the primary literature searches. An explanation for this could be that only few publications actually use the general term ''security''; instead they name specific areas e.g., access control or constraints.
In case of publications of the year 2012, we manually investigated proceedings and journal databases for relevant literature published in 2012 (retrieving date: 10/01/2012). However, it might be possible that not all conference proceedings or journal articles of 2012 were at that time available due to publishing delays. Hence, this survey may contain a subset of publications issued in 2012. This search process results in a set of 275 publications between the years 1993 and 2012. Please refer to Appendix A for a list of all publications. In the following, the data extraction and synthesis are based on this result set of publications.
Data extraction and synthesis
The main challenge was to classify the publications into a meaningful and solid structure. The data extraction and synthesis consisted of two stages and resulted into a set of 5 categories and 12 security controls; Fig. 3 displays the stages of the data extraction and synthesis.
In the first stage, the publications were categorized and grouped together as security controls. This step is similar to coding in qualitative data analysis (e.g., [15] ). We used a tabular data extraction form that included a (1) full biographical reference of the publication, (2) date of the extraction, (3) reviewer name, and (4) name and (5) description of the main security idea. For each publication, we examined the title, abstract, and keywords, investigated the publications' central idea, and identified the area of security research in PAIS. We assume that authors want to indicate the papers' main idea by choosing suitable titles. Hence, to identify the In the second stage, the controls were aggregated and synthesized into categories. Hence, we build a category scheme using similar techniques as in systematic mapping studies (e.g., [10] ). In this literature review, each publication is only assigned to a control once. We set this restriction to obtain a concise and comprehensive structure. The complete set of controls is described in Section 3.3.
Alternative methods for classifying literature were considered but did not match the intent of our survey. For example, to classify a publication into two or more research areas of security would need a different approach. The assignment of the percentage a paper relates to one area and to another can be cumbersome due to ambiguities to extract relations.
To verify the manual classification, we reviewed how text mining approaches can be applied in systematic reviews [?] . However, we were not able to find a mining tool that exactly met our requirements such as parsing of PDF files and classifying into categories based on a reference set of keywords. In order to experiment with a tool, we selected the Konstanz Information Miner (KNIME) and used the text processing plug-into validate the categorization [18, 19] . In particular, we adapted the document classification example (http://tech.knime.org/document-classification-example) and classified the abstracts of all publications in four steps: data preprocessing (e.g., punctuation erasure, case converter), keyword extraction (15 keywords per publication), transformation into a binary vector, and classification (using a support vector machine (SVM)) (cf. [19] ). However, the results were not satisfactory and more of experimental type due to several reasons. First, the similarity of terms in categories (shown in Table 1 such as access control, constraints) can indicate that a categorization can become more difficult i.e. a manual classification or supervision is required. Secondly, the classification analyzes the frequency of terms of the abstracts. Some publications (e.g., from earlier years) might not include a high number of the most important terms in the abstract and are therefore not correctly classified. Moreover, some technologies have emerged or have gained more attention during the years (e.g., web services, SOA). Hence, the technological change also influenced the vocabulary used in the publications. Furthermore, contrary to an automatic classification, a manual classification incorporates semantic and domain knowledge (e.g., [20] ). For example, manual or automatic searches for systematic reviews brought up overlapping and diverging results (e.g., [21] ). Hence, tool support for an automated classification is currently not provided as we would require a detailed specification such as keywords for certain categories or multiple assignments of keywords to categories.
Classification of security controls
After identifying the main research areas (i.e., security controls) in PAIS, we want to further investigate these results in order to identify research challenges. Candidates for classification schemes were, for example, aspects of distribution (e.g., intra-or inter-organizational), life cycle phases, legal or regulatory restrictions, architectural aspects, or action types (cf. [22] ). We chose life cycle phases and types of security actions because they were the most fitting categories for classifying security research in PAIS.
Therefore, we categorized all discovered security controls along the process life cycle and in terms of security actions (cf. Section 4): The process life cycle can be viewed as a cyclic process with four phases: design, enactment and execution, evaluation, and change (adapted from [1] ). Secondly, security controls can be classified by their actions: prevention, detection, or reaction controls; a holistic security approach contains methods for all three actions (cf. [22] ). Hence, with this classification, we expect to identify research challenges of security in PAIS. Other classification schemes for controls could be by nature e.g., physical, technical, procedural, and legal, or by orientation e.g., people, technology, and operations. However, the classification for types of actions is for a holistic security approach more suitable.
In conclusion, the research methodology comprises of the following steps: First, we defined research questions and then, we performed an extensive literature search including horizontal and vertical searches. The third step was to select literature relevant for both security and PAIS. Moreover, publications were synthesized to a set of security controls. Lastly, these controls are classified by the process life cycle phases and action types.
Results
In the following, we will discuss the results of our systematic literature review. First, we will outline the publication sources and years of the selected publications. Secondly, we will examine definitions of security in PAIS literature. Then, we will display current security controls (i.e., countermeasures). Furthermore, we classify the controls along the process life cycle and by types of actions to determine research challenges and limitations.
Overview of selected publications
In this section, we will outline the publication years and sources of the selected literature. and of the BPEL4People extension [24] were released in 2007. This led to a higher amount of publications on BPEL and related security concepts. To sum up, this development shows that security in PAIS is pursued by the scientific community and an emerging topic in PAIS. Hence, with the increasing interest on security in PAIS, a survey which provides an extensive analysis and examination of previous research becomes even more necessary.
Publication years
Publication sources
Furthermore, Fig. 4 displays the sources of publications. Overall, 76 percent of the publications were published in conference proceedings (161 papers) or workshop proceedings (46) . Table 2 displays a list of the most frequent venues. Furthermore, 23% of the articles (64) were published in journals. The journals, in which the articles were most frequently published in, are shown in Table 3. Tables 2 and 3 display the name of the journal or venue and the number of papers. They list sources with at least two publications. The remaining one percent of papers was published as book Sections (1) or reports (3) .
One reason for the increased number of workshop proceedings could be that multiple workshops on security in PAIS were hold in recent years, for example, the workshop on Security in Business Processes at the BPM conference (e.g., [25] ).
Security in Process-Aware Information Systems
In this section, we tackle research question Q1 based on the literature review. As PAIS are Information Systems (IS), it is important to review state of the art of security in IS mainly referred to as information security. As our intention is not to provide a holistic view on the topic, we want to initially integrate views on security from this well-developed discipline (e.g., [26] ). Specifically, information security is the protection of information an d information systems often related to as preservation of confidentiality, integrity, and availability (cmp. [27] ). An extensive set of definitions of information security can be found in standards and recommendations such as the ISO/IEC 27000 standard or NIST Special Publications. For example, the ISO/IEC 27000 standard family specifies that information security ''is the preservation of confidentiality, integrity, and availability of information'' [28, p.3] but also notes that further requirements such as authenticity, accountability, nonrepudiation, and reliability can be involved. Additionally, information security definitions can be found in regulations and law worldwide. For example, information security ''means protecting information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide From these definitions, it can be seen that security is about the protection of information and often security requirements such as confidentiality or integrity are utilized.
In general, PAIS differ from other Information Systems (IS) with respect to their behavioral aspect, i.e., the execution of a possibly large number of process instances based on a given process schema or template. Consequently, security requirements that are specific for PAIS can result from the dynamic behavior of process instances. First of all, for the verification of processes, dynamic soundness notions such as being free of deadlocks can play an important role for security, but also threats to the execution behavior such as initiating a huge number of process instances in order to block the system (denial of process execution). Further on, constraints that restrict the behavior and execution during runtime are vital for process security. (Dynamic) separation of duties, for example, demands for deciding for an appropriate actor not before runtime of the process instance. Secondly, PAIS are active systems, i.e., executing processes, invoking services and including users. This and the variety of aspects of such as system open the door for security threats, e.g., corrupting data that is exchanged by the PAIS and an invoked service. Even worse, if one aspect of the process has to be adapted, the side effects on the other process aspects have to be taken into consideration in order to avoid security problems. One example is the deletion of an actor in the organizational (RBAC) model which leads to an empty set of authorized actors for a certain process activity during runtime [29] .
In the next step, we will examine how security is defined in PAIS literature. Although research acknowledges the importance of security in PAIS [5, [30] [31] [32] [33] , the definition of what security means particular in PAIS remains unbalanced and centers on four different aspects. First, the definition and development of security policies is important for the design and execution of processes. For example, a secure workflow is defined in [33, p. 35 ] as a ''computer supported business process that is capable to against security threats and further satisfies the security policies defined by the workflow modeler''. According to [34, p. 131] , a secure workflow system is a system ''that protects enterprise data according to a workflow security policy''. In [35, p. 200] , security ''is concerned with the ability to enforce a security policy governing the disclosure, modification or destruction of information''. In [36, p. 10] , security policies ''must ensure many properties: integrity, authorization, availability, confidentiality, authentication and separation of duty''. Moreover, in [37, p. 43] it is stated that an ''important approach for managing security is represented by the development of policy-based security services in order to provide security operations relevant to business processes''. As can be seen from these definitions, security requirements are often used to support the definition of security policies. For example in [38] , security is defined with the requirements: confidentiality, integrity, and availability. These definitions show that often security in PAIS is based on security policies, i.e., a ''overall intention and direction as formally expressed by management'' [28, p. 4] . These policies define the protection of information (e.g., data) and ensure specific requirements (e.g., confidentiality).
Furthermore, security in PAIS is often related to authorization and access control mechanisms. For example, [39, p. 288] states that ''the key to secure implementation of WFMS is proper authentication and authorization of participants in a workflow process''. WFMS signifies Workflow Management System. Security ''involves the implementation of access control security mechanisms to ensure that task dependencies are coordinated and that tasks are performed by authorized subjects only'' is defined in [40, p. 1] . Further, [41, p. 509] states that for security it is important ''to verify the correctness of the workflow authorizations against the organization's security policies and the actual execution environment before or even during any real execution of the workflow''. Hence, access control mechanisms are necessary to ensure that only authorized subjects can execute processes. These authorization mechanisms often rely on organizational security policies (e.g., organizational models, job descriptions, and security guidelines).
In addition, security in inter-organizational process scenarios is defined in [42, p. 73] : ''Inter-workflow security is concerned with the security of the communication and cooperation of autonomous workflow systems, running at different units of the same organizations or at different organizations''. Surprisingly, this was the only definition relating to the secure interconnection between processes of one or more organizations. Considering computing architectures such as grid computing (e.g., [43] ) a secure exchange is even more important.
This literature review shows that definitions of security in PAIS are unbalanced; they display only one view but leave out other aspects such as aspects of processes, humans, and life cycle phases (e.g., design time and run time aspects). It seems that a broader security definition in PAIS is needed to emphasize all characteristics of PAIS (cmp. Section 5). Based on this finding, we will carefully investigate current security countermeasures (i.e. security controls) in PAIS in the next section.
Security controls
In this section, we examine research question Q2 to investigate currently utilized security controls in PAIS. Based on the literature review (cf. Section 2), we found a set of 12 security controls (i.e., countermeasures) described in PAIS literature which could be further classified into five categories as depicted in Fig. 5 . Two general observations can be made. At first, literature rates security an important factor in BPM and PAIS in general. Secondly, security in PAIS constitutes an interdisciplinary research area combining research from information security with research from PAIS and BPM. Typical controls from the PAIS domain are, for example, compliance and process mining techniques. Example controls from the information security discipline are e.g., access control models and security requirements. Further, it can be seen that traditional boundaries are crossed. Specifically in the category Applications, principles from both research domains are applied.
The first category Security Concepts comprises security controls typically used when modeling and engineering business processes. As an example, we can name extensions to process modeling notations such as BPMN [44, 45] that enable the annotation of securityrelevant information to process models. Another category is Authorization and access control and refers to all mechanisms that manage the authorization of users in a PAIS. Thereby, access control constitutes the predominantly applied control measure in research, academic and commercial PAIS, and practice nowadays [46] . Role-based access control models, for example, use roles (e.g., job functions) as a set of permissions in order to restrict access. Moreover, additional constraints are often imposed on the processes to support further security controls such as authorization constraints. The third category refers to Verification of business processes and all related aspects. Thereby, correctness, consistency, and compliance play an important role for PAIS security since in cases of incorrect or non-compliant process executions security problems such as unauthorized access might occur. This holds true for all phases of the process life cycle. At process design time, the specification of relevant security and compliance constraints should be consistent and correct i.e., no conflicts with other constraints and the process models must exist. Certain constraints might be not verifiable until run time such as synchronization constraints or constraints referring to time. These constraints have to monitored during process run time [47, 48] . Finally, the a posteriori verification of process executions against compliance and security constraints at evaluation time is addressed by process analysis and mining techniques [49] . Category Failure Handling refers to the handling of exceptions and errors during process execution time. Without an appropriate treatment, exceptional situations can lead to severe security problems such as unauthorized access. Exception handling strategies comprise recovery or repair techniques that put process instances back into consistent execution states, e.g., by compensation or applying process adaptations [50, 51] . Lastly, the area Applications subsumes case studies and implementations of security features in PAIS, particularly focusing on Service-Oriented Architectures (SOA), access control models, and academic and commercial PAIS implementations.
Some security controls might relate more to each other than others. For example, often authors provide Modeling concepts using Security Requirements in their publications. Further, we found that Access Control Models and Constraints, Access Control Models and Access Control Applications, and Correctness, Consistency, and Compliance and Monitoring were closely related. As each paper was only assigned once to a category, these relationships are not displayed in Fig. 5 . Fig. 5 provides a comprehensive overview of currently investigated security controls in PAIS. Nonetheless, further emerging topics can be easily integrated in terms of additional controls and categories. To underpin the coverage of PAIS literature in our study we also evaluated the categorization schema of Fig. 5 along the six key concerns in Business Process Management (BPM) as discussed in [6] : (1) process modeling languages, (2) process enactment infrastructures, (3) process model analysis, (4) process mining, (5) process flexibility, and (6) process reuse. Key concern (1) is well covered by category Security Concepts. (2) stretches over categories Authorization and Access Control, Applications, Verification, and Failure Handling, since all these categories refer to security at process run time. We will further classify the five security categories presented in Fig. 5 along the process life cycle in Section 4 where process enactment constitutes one of the phases. Use cases (3) and (4) are covered by category Verification with the corresponding analysis methods from process mining and correctness checks. (5) corresponds to category Authorization and Access Control since a few papers address possible security problems in the sequel of applying process changes [52, 46] . (6) is the only category that has not been dealt with by existing approaches in the context of security in PAIS.
The following sections describe each category together with its security controls in detail.
Security concepts
The first category Security Concepts addresses the incorporation of security aspects into business processes at their design time. It consists of three security controls: Security Engineering refers to methods for building secure systems and reference architectures. The second control is Modeling and centers on modeling notations and languages that support the integration of security-relevant information into process models. Lastly, security objectives of PAIS and their usage in the business engineering context are examined in Security Requirements.
Security Engineering. This control refers to the overall process of defining, establishing, enforcing, and evaluating security in PAIS, more precisely, addressing ''the management of the whole business process life cycle in conformity with security and dependability objectives [. . .]'' as defined by [53, p. 459] . In order to achieve this goal, at first, a business process strategy concerning security is formulated [53] . Security countermeasures are modeled together with the business processes. Further on, the business processes are evaluated concerning their security costs (investment, operating, and recovery costs) based on security reference processes. Lastly, security countermeasures (safeguards) are selected and monitored. Another approach to measure security in the engineering phase is to elicit security requirements. These security requirements are often specified based on business processes [54] [55] [56] to identify threats and vulnerabilities and to define security measures based on an analysis of stakeholders, risks, and business environment [57] . A methodology to transfer paper-based business processes into automated secure workflows is shown in [58] . In addition, a methodology for incorporating security requirements and attackers into the development of business processes is presented in [59] . A later section provides an in-depth analysis of security requirements in PAIS.
Modeling. Security control Modeling comprises means to include security-related information into business processes at design time. Note that in this section we summarize efforts of securityspecific elements and notations. Basic access control and authorization mechanisms are elaborated on in Section 3.3.2. In general, existing process modeling notations do not include security-related patterns such as security controls or requirements (e.g., confidentiality). However, recently security patterns have been developed for the following business process modeling notations: Event-driven Process Chains (EPCs), Business Process Modeling Notation (BPMN), Unified Modeling Language (UML), and Petri Nets. EPCs are enriched with security function symbols, such as message level encryption, end-to-end-encryption, and access control [60] . In BPMN, extensions enable the modeling of security requirements [44, 45] and task-based entailment constraints [61, 62] such as separation of duties. Most security patterns are defined in the context of UML. SecureUML [63] , for example, is a UML-based modeling language that enables the specification of access control information in the design of application models to derive (RBAC-related) security policies [64] . Other UML extensions support the annotation of security-relevant information, such as security requirements in [65] [66] [67] or location constraints for mobile business processes [68] . In [69] , security-relevant information is identified from UML-based business process models to derive access control policies. Furthermore, the explicit modeling of multi level security [35, 32] and security functions [70, 71] has been shown for Petri Nets. In addition, a language for modeling security requirements is proposed in [72] . Moreover, an overview on business process security modeling in terms of compliance is provided in [73] .
Security Requirements. Security requirements (also known as security objectives) are standard principles to enforce security in information systems (IS). The most common requirements for IS are, for example, confidentiality, integrity, and availability (cf. [27] ). Security in PAIS can be evaluated by determining the security requirements as contribution to the intended security level of the PAIS. Basically, research distinguishes security requirements for business processes [38, 74, 53] and for workflow systems [30, 5, 31] . The most frequently examined security requirements are Integrity, Confidentiality, Authentication, and Availability. Additionally, a lot of objectives to secure intellectual property (e.g., Copyright, Originality) were found. Notably, the requirements Security management and administration in [5], Audit in [31] , Safety and Reliability in [53] were only indicated once. Moreover, [75, 76] support the identification and specification of security requirements in SOA-oriented workflow systems. The framework in [75, 77] uses requirements engineering to develop secure business processes and further to derive secure business constructs executed in Web Services Business Process Execution Language (WS-BPEL): The early requirements engineering phase consists of the analysis and identification of actors and their dependencies, delegation authorities, and trust relationships. The later requirements engineering phase consists of defining functional and non-functional requirements.
Authorization and access control
In general, security research in PAIS centers on authorization and access control. In PAIS, the function of access control is to manage which process participants (e.g., users, services) have access to which resources (e.g., tasks, process instances) by respective authorization artifacts and mechanisms (cf. Fig. 6 ). Authorization is expressed based on organizational knowledge often represented by access control models and process constraints [12] .
Access Control Models. There are currently three major types of access control models in PAIS. The first is role-based access control that restricts access based on roles and permissions. Secondly, task-based authorizations are used to specify access rights depending on tasks. Lastly, multi-layered security models define authorizations based on security levels (e.g., public, secret, confidential). In addition, access control models are often enhanced with a dele- gation function. Due to the multitude of delegation models, we aggregate these models in a separate section. Additionally to access control models, an overview on how resources are utilized and allocated in terms of authorization are defined as workflow resource patterns in [78] .
Role-based Access Control. The most frequently adopted model to manage access control is the Role-Based Access Control (RBAC) model (e.g., [79, 80] ). To restrict access, the model uses the concept of roles that consist of permissions. A permission is an authorization to do a certain action such as executing a task. Users (i.e., subjects) can be associated with one or more roles. Roles can be hierarchically structured where e.g., sub roles inherit the permissions of the super roles. In Fig. 7, for 
Other process notations such as BPMN feature an assignment based on swimlanes (cf. http://www.omg.org/bpmn/Samples/Elements/ Swimlanes.htm) as illustrated by b in Fig. 7) .
In addition to standard RBAC models, further models have been developed incorporating PAIS-specific elements such as process tasks or instances. For example, the concept of tasks (i.e., activities) is used in [81] [82] [83] . Thereby, roles are often associated with tasks in order to define which users (having roles) are authorized to execute them and authorization constraints on the process. On the other hand, the Workflow RBAC model (W-RBAC) [12] integrates the concepts of workflow cases (instances) associated with users and permissions to specify authorizations. Additionally, organizational units where a user can be member or head are defined. Furthermore, flexibility and adaptivity is a key concern in recent models. For example, RBAC models supervising control flow changes such as adding or deleting tasks are displayed in [84, 52] . The Adaptive Workflow RBAC (AW-RBAC) model manages authorized control flow, data flow, administrative, and service changes in [85] . An extension of the AW-RBAC model in [46] enables security by integrating responsibilities (a mix of structural and data restrictions).
Task-based Authorization Models. Task-based authorizations are based on single tasks (e.g., signing a form). For example, the Workflow Authorization Model (WAM) in [16] grants only an authorization to perform a certain task during the actual execution of the task. The access rights are granted when the tasks starts and revoked when it completes. Furthermore, task-based authorizations controls use authorization steps to manage authorizations in [86] [87] [88] : An authorization step is a single piece of work (e.g., granting a signature) and abstracts a related set of permissions. First, a trusted user has to invoke and grant an authorization step. In case, the authorization step is granted, a set of permissions is enabled. Authorizations have a usage, validity, and expiration characteristics.
Multilevel Security Models. Multilevel secure (MLS) workflow models specify security levels (e.g., confidential, secret, or public) for processes or tasks to define authorization levels. Especially high-to-low dependencies have to be avoided, for example, confidential (i.e., high) tasks should not be followed by public (i.e., low) tasks. For example, the MLS model in [89, 90] associates tasks with various security levels (e.g., from confidential to public levels). Inter-level task dependencies are evaluated regarding security policy conflicts such as the information flow between confidential and public tasks. In case of confidential tasks are followed by public tasks, the tasks are only executed by trusted participants. Another MLS model in [32] analyzes data (information flow) dependencies (i.e., high-to-low writings or low-to-high readings) associated with tasks. Furthermore, MLS models in [91, 92] divide, depending on the security-level, each process further into singlelevel workflows (e.g., one process for confidential tasks and one for public tasks). Moreover, a multi-layered state machine specified in [33] separates various aspects of control in a process for analyzing the flow of authorizations. For example, integrity and authorization are assured when a user has the privilege to execute a task and rights are revoked after task completion.
Delegation Models. In PAIS, delegation refers to transferring authority to execute a certain process task by an authorized participant to another participant. Delegation authorizations can be specified for tasks of a single process instance or for all instances of a process type. Delegation can become a security issue in PAIS: if users are delegating tasks to other users not having the appropriate qualifications or security level to execute the task, security violations can occur such as unauthorized access. One delegation model proposed in literature is the Delegation Workflow RBAC model (DW-RBAC) [93] that extends the W-RBAC model with the specification and revocation of delegations. It provides delegation rights of generic tasks (for all instances) and of specific tasks (single instances). The Delegation Authorization Model [40] extends the WAM by introducing delegation authorization templates. An extension [94] of the secure workflow model [33] supports task delegation and revocation. In [95] , the authority to delegate depends on the risk of delegation based on three security levels. In case of high risk, only the least capable task-role (the weakest role to execute a task) can be delegated or in case of low risk, more powerful roles can be delegated. In addition, capability-based delegation is investigated in [96] . Moreover, transfer delegations i.e., a delegator transfers its permissions completely to a delegatee, are utilized in [97] .
Further Models. In addition to the discussed access control models, a broad range of access control models have been developed for specific domains in PAIS such as inter-organizational processes or service-oriented-architectures. For example, an inter-organizational access control model in [98] integrates an entity role domain. Each organization maps its organizational structure to one role domain. Tasks are associated with specific roles depending on the role domains. Furthermore, organization-based access control [99] is used to administer access control in inter-organizational processes in [36, 100] . Moreover, access control models in [101, 102] support an automated model-driven development in service-oriented environments.
In conclusion, a very large, still increasing number of access control models is provided for PAIS. Most RBAC models base on the NIST RBAC Standard Model [80] and extend it with certain functionality (e.g., delegation, process adaptation, or administra- tion) or include certain process-related entities (e.g., tasks, cases, or organizational units). Hence, with this proliferation of contributions it seems that the area of access control is thoroughly covered. Constraints. In PAIS, certain authorization information cannot be expressed solely based on access control models which requires the definition of additional authorization constraints [103] . Moreover, in previous PAIS literature, authorization constraints have been often used to directly specify role or user assignments in case no access control model exists. In general, authorization constraints can be distinguished into constraints on (1) role and user assignments (authorization) and on (2) processes (i.e., tasks, process instances) (cf. Fig. 6 ). Examples for (1) comprise separation and binding of duties constraints [104, 103] . An example for a separation of duty constraint is C2 as provided in Fig. 8 . Separation of duty is a security principle that disseminates privileges to multiple users to fulfill an objective and further reduce fraud and errors [105] . For example, to approve a large creditRequest, two seniorAccountants have to perform task approveCredit to sign the approval. In recent years (and due to the strong development of RBAC as de facto standard), the definition of separation of duty (also known as four-eyes-principle) and binding of duty constraints as authorization constraints has gained increased interest.
[103] provides a categorization of authorization constraints in PAIS into static constraints (enforced at design time; e.g., C1 in Fig. 8 ), dynamic constraints (enforced at run time; e.g., C7), and hybrid constraints (design and run time; e.g., C2 in Fig. 8 ). [106] defines authorization constraints as active rules. Thereby, instance (for tasks and instances), temporal (for time frames), and history (the last execution state of a task or instance) authorization constraints can be specified.
Moreover, specific characteristics of authorization constraints in PAIS are investigated in literature. For example, [107] shows that the satisfiability of a process model in a certain access control state remains intractable only when enforcing simple constraints. Also resiliency, a property of the system where the workflow completes even with some unavailable users, is examined. The satisfiability of workflow systems while delegating tasks is examined in [108] .
Additionally to authorization constraints, further restriction of access might become necessary with respect to time or data (cf. Fig. 6 ). An example could be that a certain task is to be only executed by a user having a role X in a certain time frame each day. Such additional restrictions can be expressed by (2) process constraints (see Fig. 6 ), i.e., constraints on process aspects such as data objects, process tasks, process instances restricting the access with respect to time or data [109, 110, 46, 111] . As in general such constraints can be used for synchronization, compliance, or temporal monitoring (cf. [110] ), they are also useful to enforce security controls. Particularly, synchronization between the execution of different process instances has been identified as security-critical issue in [12, 112] . Think, for example, of a scenario where the credit sum over all process instances, i.e., for all customers, must not exceed a certain amount. Existing approaches addressing such instance-spanning constraints only consider certain scenarios. The W-RBAC model [12] defines (a) inter-case constraints and (b) reciprocal separation of duties: Inter-case constraints (a) enable the specification of constraints to different instances, for example, the number of times a task was executed by a user. Reciprocal separation of duties (b) signify that e.g., if user Bob signs a request after Alice, Alice cannot sign the (next) request after Bob. Moreover, the logic-based approach in [112] gives an overview on resource, data, and time constraints for inter-instance constraints. The first approach towards a more holistic definition of inter-instance constraints is provided by [113] based on a framework and classification for intra-instance (i.e., enforcement in single instances, see Constraint C7 in Fig. 8 ), inter-instance (i.e., multiple instances, see C8), and inter-process (i.e., multiple processes) constraints.
In conclusion, constraints either restrict authorization or enforce limits on e.g., tasks or process instances. As most research centers on authorization constraints to enforce security, other constraints such as data and timing constraints should be also considered. For example, if a certain task has not been executed within a certain amount of time, suitable responsive actions should be started to support the process e.g., delegate tasks. Moreover, most approaches center on the enforcement of constraints in single process instances and only few consider inter-instance and inter-process settings. Note that in this section existing approaches on defining security-relevant constraints in PAIS have been discussed. Section 3.3.3 will provide a discussion on existing approaches to check, monitor, and enforce constraints in PAIS.
Verification
This section provides an overview of verification methods such as consistency, correctness, and compliance that apply to security in PAIS. Business process compliance signifies that the enactment of business processes complies with a set of norms such as standards (e.g., ISO/IEC 27000) or regulations (e.g., Sarbanes-Oxley Act (SOX)) [114] . As discussed in Section 3.3.2, a frequently investigated norm is separation of duty, e.g., imposed on a credit application that has to be checked by two accountants (one has to be a senior accountant) before they can approve a credit. Depending on which information a norm is referring to and which process information is available, the verification can take place at process design time, run time, or analysis time [115] . Separation of duties, for example, has to be checked at design time (i.e., at least two accountants (one has to be senior) are in the organization) but also during process execution (i.e., at least two accountants (one has to be senior) are currently available). Design time compliance checks require the presence of a process model [116] . Run time compliance checks are generally referred to as compliance monitoring [47] and might become necessary in case the process model is not available or accessible. Checking compliance after finishing process execution (ex post) is mainly accomplished by applying process mining techniques [117] . Altogether, compliance violations can be security critical since they might lead to unexpected behavior of the process (e.g., long running processes) or vulnerabilities (e.g., loopholes in the access control system) which further might be exploited by threats. In the following, we first discuss existing approaches on consistency, correctness, and design time compliance checks before continuing with monitoring and process mining approaches.
Consistency, Correctness, and Design Time Compliance. Process execution has to be conducted in a correct manner in order to avoid potential security problems resulting from situations such as deadlocks or reaching abnormal process states. Many notions and checks for ensuring correctness of process execution referring to structure and behavior exist [1] . Compliance can be seen as a correctness notion regarding the process semantics [118] . In addition to these correctness aspects, it is necessary to ensure correctness and consistency for the security-relevant constraints imposed on the process models as well. Respective checks are generally performed at design time and ensure the consistency and correctness of constraints. First, security policies such as organizational policies are verified for their consistency. For example in [119] , process executions and organizational security policies are compared by transforming processes and policies into a common constraint language and then are compared and evaluated for inconsistencies. Other approaches, verify constraints for consistency and correctness such as authorization constraints [120] [121] [122] 104, 123] or information flow policies [124] . For example in [120] , based on a workflow authorization schema and task-based authorization constraints (e.g., separation of duties), rules are specified to ensure constraint consistency and conflict-free constraints. If constraints conform to these rules, a sound workflow schema is established. Furthermore, the consistency of authorization constraints in SOAbased environments is verified by model checking approaches in [125] [126] [127] . Moreover, the effects of organizational changes (i.e., changes in authorization constraints) have been examined in [29] .
Monitoring. Monitoring refers the active supervision of norms during process execution and the reactive or proactive alert in case of violations such as unauthorized access of data, exceptional behavior, or blockage of processes. [48] distinguishes the following monitoring approaches: Automaton-based monitoring investigates compliance violations using an automaton for checking imposed rules (e.g., [128, 47] ). In general, an automaton verifies rules and reaches certain states (e.g., satisfied, violated). Logic-based monitoring applies logical formalisms in order to detect compliance violations such as in [129, 130] . Violation pattern-based monitoring approaches analyze execution paths for the existence of certain anti-patterns (violation patterns) [131, 132] . It has to be emphasized that in certain scenarios, monitoring services cannot build on information about the process model such as in business process choreographies or Enterprise Resource Planning (ERP) applications. In these cases, typically, the communication is managed based on events. For example, in SOA-based environments, monitoring commonly supervises the states of services. In case a service in a web service composition has a uncertain state, a monitor repairs the faulty process [133] . Hence, with the use of stateful activities, information about running activities is acquired, monitored, and independently repaired.
Process Mining. Relevant to security considerations, process mining techniques analyze and extract process-related information from (process) event logs. Process mining can be used to (1) discover processes without utilizing any a priori knowledge and (2) to check for conformance by comparing the existing process model with its model derived from event log [117] . In [49] , for example, the process model and its process executions are examined in order to detect inconsistencies based on discovering anomalous process executions that may stand for security violations such as low-level intrusion or fraud [49, 134, 135] . Service behavior is checked for conformance in [136] . Furthermore, the conformance of process logs with policies such as RBAC policies is examined in [137] or data flow policies in [138] . In [138] , specifically, process execution logs are verified with data flow policies to evaluate the information flow between three security levels (i.e., secret, confidential, and public). In fact, the authors investigate whether the information flow directs only from the public to the confidential or the secret domain but not e.g., from the secret to the public level. Moreover, conformance checking of authorization, temporal, and data constraints using process mining is presented in [139] . Further mining techniques discover organizational models (which can be further adapted to RBAC models) using organizational mining [140] or staff assignment mining [141] . The suitability of mining techniques to derive RBAC models is analyzed in [142] . Furthermore, delta analysis of RBAC models compares a predictive RBAC model with a current-state RBAC model in order to detect security violations [143] . Additionally to process mining, a business provenance model for tracking and correlating the important aspects of business operations is shown in [144, 145] . In this approach, relevant information on data, resources, and executed tasks are captured to address specific compliance or performance goals or to find compliance violations and their root causes.
Failure handling
Handling failures and recovering processes is essential to the reliability and stability of a PAIS. [146] identifies workflow engines, activities, and communication failures as potential failure sources in workflow systems as well as two types of failures in PAIS: system and semantic failures. If deviations from normal process executions arise, these deviations are called exceptions [147] . In case exception handling fails, actions to recover processes have to be considered. If these mechanisms do not catch deviations, unexpected behavior or vulnerabilities can be exploited.
Exception Handling. There are three approaches on handling exceptions, namely the pattern-based, rule-based, and case-based management of exceptions. The first approach described in [147] specifies workflow exception patterns for exception handling capabilities in PAIS. In fact, five exceptions types are defined: work item failure, deadline expiry, resource unavailability, external trigger, and constraint violation. These types are managed either at task level or process instance level. Refer to http://workflowpatterns.com/patterns/exception/ for an extensive review on exceptions in PAIS. Case-based reasoning (e.g., [50] ) captures exception handling strategies of occurred exceptions to reuse them in similar, new, and abnormal situations. In rule-based approaches, rules are specified to manage if, for example, common errors occur. Event condition action (ECA) rules are used in [148] to specify data-dependent, workflow-dependent, and time-dependent rules. Another example in [149] integrates additional exception handling functionality such as compensation into process models. In service-oriented environments, data guards monitor data and raise exceptions in case of violations in [150, 151] .
Recovery and Repair. Recovery is an ultimate action to restore a process from an unknown/unexpected to a normal execution state. In literature, there are three methods to recover processes. First, recovery mechanisms often remedy the effects of a failure with an action or a set of actions (e.g., [149, 147] ). For example in [147] , three recovery actions ''no action'', ''rollback'' (i.e., backward recovery), and ''compensate'' (i.e., forward recovery) are proposed to diminish effects of exceptions. In case of rollback, the effects of preceding tasks leading to an exception or affected by an exception are reversed into a consistent state. In case of compensation, adequate compensation tasks or alternatives are defined beforehand (if possible) to recover the process. Another recovery method are ad hoc changes where the process instance is modified in order to work out exceptions. For example, ad hoc recovery in [152] is specified by adapting the structure of processes instances in case of exceptions or ad hoc events. In addition, in [153] , a self-adaptive recovery net (an extended Petri net model) adapts the structure at run time to manage exceptions such as task-based and regionbased recovery policies such as skipping, redoing or compensating tasks. System recovery through dynamic regeneration of workflow specifications is shown in [154, 155] . In the long run, ad hoc changes that appear more frequently have to be evaluated if these changes should be permanently adapted to the process model i.e., by process evolution. The last recovery action is to repair the running process. For example, an approach for monitoring and repairing workflows (web service compositions) using stateful activities is displayed in [133] . The recovery of the effects of malicious tasks that have been executed in PAIS is shown in [156] ; an intrusion detection system is used to recognize malicious tasks. Then, the system automatically examines all control flow and data flow dependencies of the affected tasks and tries to repair the effects such as redoing a task. A repair algorithm after malicious attacks is also presented in [157] . Ensuring task dependencies and restoring consistency by removing the effects of partially executed malicious tasks is shown in [158] .
In literature, we found that the terms evolution and ad hoc changes are often synonymously used even though only ad hoc changes were actually referred to. Whereas ad hoc changes enable a change in a running process instance and do not change the underlying process model, process evolution modifies the process models and running process instances might be adapted using migration strategies. It is important that these two terms are not mixed.
Applications
As a major part of research, the practical application of concepts such as access control models is an important matter. Specifically in this category, it can be seen that the concepts of the security and PAIS domain are combined and deployed in applications. The first part centers on applications in service-oriented architectures such as web service compositions. The last part of this section discusses applications of access control models. In order to fully understand the purpose of this section, it is important to discuss the commonalities and differences between web service security and security in PAIS. Web service compositions constitute processes and (complex) web services at the same time. Hence, on the one side, common security requirements such as integrity exist. On the other side, also differences between both worlds arise, for example, from the different degree of human involvement. Aside specific extensions to web service compositions such as BPEL4People [24] , web service compositions are typically fully automatic and do not involve human actors. By contrast, the human involvement in the execution of business processes can range from fully human (e.g., patient treatment) to zero human (as for web service compositions). As a conclusion, an additional requirement for process-oriented applications in addition to ''pure'' web services is authorization [159] . Authorization is often tackled by means of organizational structures/ RBAC mechanisms together with additional policies such as separation of duty. Hence, our goal is not to fully outline web service security but to outline the means necessary to enable security in service-oriented PAIS.
Service-Oriented Architectures. We divide our results into three aspects of service-oriented PAIS: access control mechanisms, web service compositions, and web-based attacks. The first aspect is the integration of access control mechanisms and constraints in service-oriented architectures (SOA). For example, the WS-BPEL extension BPEL4People [24, 160] integrates organizational functions such as separation of duty constraints or manual task assignments and is developed as a service in [161] . Authorization constraints in WS-BPEL in [162] and an access control framework for Business Processes for Web Services (BPEL4WS) in [163, 164] provide authorization in SOA. The second aspect are web service compositions that are secured by additional parameters (constraints) to verify certain security restrictions (e.g., compatibility, encryption). For example in [165] , each task in a process is associated with a web service and security constraints in a (secure) web service composition. Security constraints can either be defined by the requester and are needed for the interaction between two web services (compatibility constraints). At execution time, the WS-BPEL web services are interconnected with regard to security parameters. Furthermore, the approach in [166] integrates a container called ''process slip'' comprising data, audit data, security policies, and a workflow description. The process slip is used to transfer security-related information (e.g., access control) between web services in a composition. In another example [167] , the workflow execution path is based on collaboration policies (e.g., authorization constraints, security requirements for interaction level) that state under which circumstances a collaboration is allowed. Web services that do not comply with these terms are not used and replaced. As a special case of web service compositions, inter-organizational processes are frequently examined in literature. Inter-organizational workflows are deployed between two or more partner organizations which require appropriate security controls to manage the exchange of security-sensitive information between multiple partners (e.g., [168, 169] ). For example in [169] , a secure document flow, context dependent access constraints, and application domain specific security extensions are used to provide security. Moreover, a comprehensive reference architecture for Security as a Service in [170] complements the approach by integrating model-driven security engineering. The third aspect are web-based attacks by exploiting vulnerabilities. A methodology to analyze vulnerabilities of SOA in [171] starts with an analysis of a point of view (e.g., a business process) and continues with evaluating attack effects, active components, involved standards, and triggering properties. A classification of attacks in SOA-based workflows in [172, 173] defines attacks and countermeasures for BPEL workflow engines such as a stateful BPEL firewall in [174] .
Access Control. Not only the modeling but also the application of access control models (cf. Section 3.3.2) is important in research. For example, an implementation of the WAM is displayed in [175] and of W-RBAC in [176] (cf. Section 3.3.2). Other implementations center on domain-specific implementations such as the application of RBAC in flexible systems in [177, 178] , in e-health systems in [179, 180] , and in event-driven activity management systems in [181] . Further approaches use wrappers to route access through a layer in [182] and autonomous objects to authenticate and authorize users in [183] .
In conclusion, based on the literature review, we discovered a rich set of security controls in PAIS which can be classified into 5 categories. These categories show that security in PAIS is an interdisciplinary research area with influences from PAIS and information security.
Classification of security controls
In the following, we classify the controls (defined in the previous section) into (Q3.1) which process life cycle phases they are utilized and (Q3.2) which type of security actions they support in order to get a holistic view on security in PAIS. With this comparison, we expect to identify key security research in PAIS and further to discover research challenges and gaps.
The process life cycle can be viewed as a cyclic process with four phases: design, enactment and execution, evaluation, and change (adapted from [1] ). In the Design phase, the processes are identified, modeled, and validated. Note that the workflow design is often based on business process design. Afterwards, the workflows (i.e., automated processes) are enacted and executed within the Enactment phase. Based on the process schema, process instances are created and executed, each representing a single use case. Then, the process traces are reviewed and evaluated within the Evaluation phase. Outcomes of the phase might result in optimizations of processes and process changes in the Change phase. Furthermore, security methods can be classified by their type of action: prevention, detection, or reaction; a holistic security comprises controls for all three types (cf. [22] ). Typically, preventive countermeasures stop someone from doing something, for example (adapted from [22] ), electronic article surveillance (EAS) on merchandise aims at preventing shoplifting from retail stores. Furthermore, methods to detect security violations should exist, for example, a detection system at all store exits alarms the staff when someone with EAS-attached merchandise passes through. Moreover, responsive methods react on detected violations. As an example take the staff members to check the person, who set off the alarm, for stolen merchandise.
The classification of the security controls collected and discussed in Section 3.3 along the dimensions ''Process Life Cycle'' and ''Action Type'' is shown in Fig. 9 . The horizontal axis contains the phases of the process life cycle (design, execution, evaluation, change) and the vertical axis classifies the security controls by their action: prevention, detection, or reaction. Please note that the number below each security control states the amount of papers related to that topic. Modeling security-related information in process models, for example, is part of the Design phase and a preventive security countermeasure. Access Control Models are more difficult to classify; these models are specified at design time and enacted at run time. In that, they not only provide preventive controls to define authorization policies but also include controls for detection, i.e., they typically restrict access to unauthorized users. The controls Access Control Models, Consistency, Correctness, and Compliance, Constraints, and Access Control Applications are often interrelated and are therefore connected in Fig. 9 . Adaptive RBAC is a subset of Access Control Models. We divide the research cluster to show that three RBAC models authorize adaptations (cf. Section 3.3.2) and display the adaptive RBAC models separately in the Change phase. Exception Handling and Recovery and Repair are linked because they are often interrelated in research. As Monitoring refers to the active supervision of norms during process execution, the detection of norm violations, and support of controls to reduce violations, it is assigned to the Enactment phase as detecting and reactive countermeasure. 1 The number of papers has a decimal place due to the grid shape of the classification. For example, the number of papers of the security control Access Control Models is divided by four to assign a set of publications to each area.
out the Evaluation and Change phase. Nevertheless, for a holistic security approach, all phases should be considered. It can be also seen from Fig. 9 that some security controls show a higher amount of related papers than others. For example, Access Control Models have been investigated by 61 publications (Access Control Models (58) and Adaptive RBAC (3)). By examining the literature (cf. Section 3.3.2), we can identify that certain aspects of access control are widely elaborated such as RBAC or delegation in RBAC. Although a vast amount of publications exist, not all aspects of access control models are covered. For example, literature centers mostly on certain features of RBAC models such as process-related concepts (e.g., W-RBAC [12] ). However, the management of access control for external services (e.g., web services) that are invoked during process execution, for example, has been only considered in [85] . Hence, the existence of certain controls in the classification does not signify that sufficient research exists leaving no research gaps. On the contrary, we believe that security in PAIS is an emerging topic and that most of the publications center on very specific aspects. Hence, even controls with a fair amount of publications in the classification should still be considered for research.
Q3.2: Which types of security controls are utilized in PAIS?
The classification in Fig. 9 displays that most publications center on preventive security controls; currently fewer controls for detection and reaction exist. In fact, 63 percent (174.5 papers) of literature provided preventive measures. Detection measures accounted for 26 percent (70.5) and reaction for only 11 percent (30) of security in PAIS research. Most literature was found in the areas Prevention/Design (82) and Prevention/Enactment (78) . On the other hand, no literature was found for the Reaction areas Design, Evaluation, and Change. Hence, it can be concluded that reaction countermeasures are yet not fully incorporated in PAIS. The areas Detection/Design, Detection/Enactment, Detection/Evaluation, Detection/ Change, Prevention/Evaluation, and Prevention/Change show only a few assigned publications (between 3 and 13). This result could be obtained for various reasons. First, the literature review was not extensive enough to obtain suitable results. This cannot withstand as an extensive literature review was performed including vertical and horizontal searches (cf. Section 2). Another reason is that current research on e.g., reaction measures exist but the conducted survey only selected publications related to PAIS and security. Thus, research on reaction countermeasures was not included in the survey if it was not related to PAIS and security. Hence, controls with few assigned publications signify that research has mostly not been centering on PAIS and security. Moreover, we conclude that all areas with no or few associated entries are emerging research areas, can be identified as research challenges, and are subject to future work.
Research challenges
This section identifies current research challenges in security research in PAIS based on the literature review and the classification in the previous section (inspired by [184] ). The challenges displayed in Fig. 10 As reaction controls can incorporate implementation features such as run time monitors but also may include end users reaction strategies (e.g., resolving exceptions). Hence, reaction controls are categorized as technical and human challenge. In the following, we will describe each challenge briefly.
Agreement on Terminology and Controls. In general, research acknowledged the importance of security in PAIS e.g., [5, 31] but the definitions on security in PAIS are unbalanced (cf. Section 3.2). Hence, there is no common agreement on what security means in PAIS literature. Nevertheless, research often refers to security but does not specify its meaning; in turn, literature often focuses on certain aspects e.g., confidentiality. This paper constitutes a first step towards reaching a common consensus as in this literature review, we analyzed security definitions in PAIS research and compared these with definitions with legal and international standards (cf. Section 3.2). In addition, we examined state of the art of security controls in PAIS. This should further support the development of an agreement on the definition of security in PAIS.
Consistency with Related Fields and Standards. As stated in previous sections, security in PAIS constitutes an interdisciplinary research area (cf. Fig. 5 ) that adapts concepts from research on information security and PAIS. Surprisingly, most PAIS literature does not refer to any standards or recommendations. Only the proposed NIST standard for RBAC [80] is well-recognized in PAIS research (cf. Section 3.3.2). However, a variety of standards and recommendations for information security exist such as ISO/IEC 27000 and the NIST special publications. For example, the ISO/IEC 27000 standard family displays security techniques for requirements, code of practice, implementation guidance, measurement, and audit in information security management systems. Advances and further developments can be achieved by taking these standards and recommendations into consideration in PAIS research as well.
Measurement. Current research proposes solutions on how to secure PAIS but does not state how these concepts can be measured, e.g., with respect to security requirements and controls. As stated before, well-developed recommendations and standards for the measurement of security exist in other security areas. For example, the ISO/IEC 27004 provides guidelines how to assess the effectiveness of control objectives and controls. Future work may adapt these measurements to PAIS and define a set of metrics for a security assessment.
Testing. Current PAIS research and practice provide theoretical results on certain aspects, but often abstain from providing information on how these concepts can be tested. To our best knowledge, techniques for PAIS to test certain security requirements are only presented in [139] . As previously stated, recommendations from related fields are merely addressed, although there exist a variety of guidelines for security testing. For example, the Open Source Security Testing Methodology Manual (OSSTMM) http:// www.isecom.org/research/osstmm.html provides a rich set of methods for security testing and analysis. Further examples are the NIST special publications that center on e.g., early software testing (NIST SP 800-142) and information security testing (NIST SP 800-115). Future research should consider which techniques are suitable for PAIS and how these techniques can be adapted to PAIS.
Evaluation. Current PAIS research centers mostly on ex-post evaluation of security in PAIS by applying process mining techniques (e.g., [49, 135, 139] ). Here, the question arises if and how security level assessment in PAIS can be conducted also at design and run time. Hence, design time and run time procedures for evaluating e.g., static or dynamic security controls should be considered for future work. Again it should be noted that standards exist that could support the evaluation process e.g., the common criteria for IT security (i.e., ISO/IEC 15408).
Detection Controls. To the best of our knowledge, current research and practice does not investigate the detection of security attacks in PAIS during run time. So far, research centered on detecting anomalous process executions ex post (cf. Section 3.3.3). However, it would be beneficiary to be able to react on such anomalous executions in time, i.e., at run time. Typical systems to detect security incidents are intrusion detection systems that monitor occurring events and analyze them for possible incidents (e.g., violations or threats of violation of policies) [185] .
Reaction Controls. It is essential for a secure system, to react to security violations or attacks in order to keep a secure state of the system. So far, responsive controls in PAIS have been only provided in the area of failure handling such as exception handling and recovery and repair of processes. However, the aim is not only to respond to security violations at run time but also to respond to security violations that are identified at design time e.g., during process modeling. For example, guidelines to resolve e.g., constraint conflicts can be introduced (e.g., [29, 186] ) or runtime monitors that apply corrective enforcement techniques can be deployed (e.g., [187] ). Reaction controls in PAIS may be controlled by autonomous, intelligent agents that react based on observations (e.g., sensors) or by humans. So far, research on security in PAIS centers on the technical side, but should consider also human aspects for reactions controls e.g., by clearly describing all options how to solve a violation. Furthermore, it is important to prevent, detect, and react to attacks in PAIS. So far, research has not centered on how to react to attacks. Reaction controls in PAIS are therefore a key challenge.
Human Orientation. Security in PAIS literature centers mostly on technical aspects. However, humans are an important factor when it comes to security. For example, humans design processes and execute tasks. Social engineering attacks, for example, entail physical (e.g., workplace, Internet) and psychological aspects such as human nature and emotions (cf. [188, 189] ). Hence, a holistic security approach also includes the involvement and awareness of humans. Therefore, current research often misses to evaluate or investigate human-related aspects such as awareness and comprehension of process participants. For example, BPMN security extensions are empirically investigated with end users for comprehensibility in [190] and a set of symbols for security extensions in business processes is produced in [191] . Another example are reaction controls. Current PAIS assume that users may/can resolve (security) violations themselves but often, the comprehension of violations (e.g., described in a error message or log file) are not evaluated with humans. Hence, humans should be considered especially for the design of reaction controls e.g., when resolving security violations. Options should be clearly described to facilitate the decision of humans.
To sum up, these research challenges show that security in PAIS is still a challenging research field. This set of challenges does not claim to be exhaustive and was derived from the literature review and classification. As security in PAIS is interdisciplinary research, we expect that new challenges will emerge from an interdisciplinary perspective.
Discussion
Based on the previous section, we will discuss principal findings, potential impact on research and practice, future directions, and limitations of this review.
Main findings
This literature review shows that security in PAIS is a challenging topic in PAIS. Surprisingly, we found that definitions of security in PAIS are unbalanced and often contain security policies, security requirements, authorization and access control mechanisms, or inter-organizational scenarios. Additionally, we identified 12 security controls in the area of security concepts, authorization and access control, applications, consistency, correctness and compliance, and failure handling in PAIS. Furthermore, we detected research challenges and limitations.
To our best knowledge, this is the first systematic literature review on security in PAIS. Previous research has centered only on certain (interrelated) aspects of security. For example, the review in [73] examines compliance support for business process security modeling. The authors review current modeling techniques to display e.g., security requirements or authorization constraints. In this paper, we review current process modeling techniques as part of security controls (cf. Section 3.3.1). Another review in [192] examines state of the art of RBAC models in information security literature and examines RBAC models for workflow systems. The review discovers 64 RBAC models. We found 60 access control models in this study. A reason for this could be that the search in [192] was performed automatically and ours manually. Due to our extensive search strategy (cf. Section 2.2), quality assessment, and extraction review process, we think that the different number may be resulted because of different reasons. Our data extraction and synthesis process examined publications by the main idea proposed in the paper. If the paper focused mainly on authorization constraints in relation to RBAC models it was added to the category Constraints. In doing so, publications could have been assigned to category Constraints and not to Access Control Models. Further reviews center on certain aspects of security or enabling security can be a side effect of these aspects in PAIS e.g., control flow or change patterns such as [193, 194] . Altogether, none of these reviews centers on a holistic approach on security in PAIS.
Impact on research and practice
The aim of this paper was to investigate security in PAIS by examining current research and practice of security in PAIS. Due to the extensive amount of literature on security in PAIS and the missing understanding and use of terminology, the review of publications on security in PAIS is cumbersome and time consuming. This literature review provides the first comprehensive investigation of security in PAIS. The results of the literature review, as shown in Fig. 5 , are a set of 5 categories and 12 clusters that help determine and categorize security research in PAIS. It shows that it is an interdisciplinary field which may support researchers when considering future security research in PAIS.
Another major result of this review is the classification of security controls in PAIS. The classification shows that past research has centered on the design and enactment phase of the process life cycle and on preventive controls (cf. Fig. 9 ). With this knowledge in mind, future research may be directed to different phases (e.g., evaluation) or controls such as reaction controls. Hence, the classification indicates a number of future research challenges and directions (cf. Section 5) for both researchers and practitioners.
For example, the most challenging fields seem to be the design and development of detection and reaction controls in PAIS.
In addition, practitioners may use this review for revisiting security approaches in PAIS. For example, by providing an overview of existing security controls in PAIS, practitioners may adapt controls to existing PAIS in order to enhance security. Furthermore, practitioners may use the classification shown in Section 4 as a reference to determine if the utilized PAIS (or IS) applies a holistic security approach. Then, supportive actions to enable security in the utilized PAIS can be taken. Also, this classification can be used to assess PAIS (or IS) for security.
Limitations of this review
This review investigated security in PAIS. Therefore we performed a systematic literature review (cf. Section 2). Due to the multitude of publications centering on security and/or PAIS, we decided to only select literature which contained a main idea from the area of security and PAIS to narrow down our results. Security literature that did not discuss implications on PAIS (e.g., implementation) was excluded. Vice versa, PAIS literature that did not contain any security concepts (e.g., confidentiality, security requirements) was not selected.
Topics that are often associated with security (e.g., due to related concepts) such as compliance or exception handling have been explained in previous sections. However, as an extensive elaboration would go beyond the scope of this paper, we refer the reader to more a detailed elaboration in the referred literature in the sections.
Conclusion
This systematic review aimed at investigating a holistic view on security in PAIS by tackling three main research questions. Therefore, we examined 275 publications between the years 1993 and 2012 and categorized these publications into 5 categories of security controls using a systematic mapping approach. Furthermore, to gain a holistic view on security in PAIS, we classified these controls along the process life cycle and by types of action. Lastly, based on the literature review and the classification, we identified research challenges. The main findings of this review are as follows:
Q1. Literature shows that security in PAIS is an important topic but there was no common understanding of the definition of security in PAIS. We found that security definitions are unbalanced and often focus on specific aspects such as security policies, security requirements, authorization and access control mechanisms, or inter-organizational scenarios. Q2. We identified 12 security controls in the area of security concepts, authorization and access control, applications, verification, and failure handling in PAIS. These security controls show that PAIS research provides a rich set of measures to ensure security for certain aspects (e.g., access control). Q3. Security controls in PAIS can be found mostly as prevention measures for the design and enactment of processes (e.g., process modeling, access control models). Thereby they often center on static models and miss to include dynamic features such as process changes. Furthermore, only few detection and reaction controls exist but are important for a holistic security approach.
From our point of view, a major result is the classification of security controls in PAIS along the process life cycle and by types of action. This classification may indicate a number of future research challenges and directions as shown in Section 5 for both researchers and practitioners. The most challenging fields seem to be the design and development of detection and reaction controls. Furthermore, practitioners may use this review for rethinking security approaches in PAIS. Moreover, this review may support the development and selection of security controls for engineering PAIS.
In future work, we aim at working towards closing the gap between security research in Information Systems and PAIS. Further on, we will concentrate on some of the open issues outlined in this paper such as the development of detection and reaction controls. For example, we want to detect unauthorized access or misuse of permissions in RBAC models using process mining techniques. Furthermore, we want to investigate the evaluation of inter-instance constraints with mining techniques.
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